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DEPARTMENT OF DEFENSE

Defense Mapping Agency

48 CFR Part 5552

Proposed Agency Clause for FIPR
Contracts

AGENCY: DefenseMappingAgency,
Defense.
ACTION: Proposedrulewith requestfor
public comments.

SUMMARY: TheDefenseMappingAgency
(DMA) is proposinguseof aclauseto be
includedin all DMA contractsawarded
for FederalInformationProcessing
Resources(FIPR). Theclausewould
specifyrights anddutiesofthe
contractorandDMA in theeventof
maliciouscodecontaminationof
suppliesprovidedundera contract.
DATES: Commentsmustbesubmittedby
November7, 1994.
ADDRESSES: All commentsconcerning
this proposedcontractclauseshould be
addressedto Viola W. Hagberg,Chief,
Acquisition Policy Division, Defense
Mapping Agency, 8613 LeeHighway,
Mail Stop A—3, Fairfax, VA 22031—2137.
FOR FURTHER INFORMATION CONTACT:
Wendy Leathem,ProcurementAnalyst,
703—285—9198.
SUPPLEMENTARY INFORMATION:

A. Background
TheDepartmentof Defensehas

establishedtheComputerSecurity
Vulnerability ReportingProgram
(CSVRP) in responseto nationalsecurity
instructions.Underthis programthe
DefenseInformationSystemsSecurity
ProgramOffice hasestablishedthe
AutomatedSystemSecurityIncident
SupportTeam(ASSIST)whosemission
is vulnerabilityreporting.ASSISThas
recommendedall DOD elementsinclude
a clausein all contractsfor computer
hardwareor softwareto protectagainst
delivery of contaminatedormalicious
code.DMA proposestheuseof Agency
clause5252.246—9000‘Contaminated
Products’.

B. Regulatory Flexibility Act
TheRegulatoryFlexibility Act

applies,but theproposedrule is not
expectedto havea significanteconomic
impacton asubstantialnumberof small
entities within themeaningof the
RegulatoryFlexibility Act, 5 U.S.C. 601,
et seq.An Initial RegulatoryFlexibility
Analysishasthereforenot been
performed.Commentsare invited from
smallbusinessesand otherinterested
parties.Commentsfrom small entities
will alsobe consideredin accordance
with Section610 of theAct.

C. Paperwork ReductionAct

This rule contains no information
collection requirementswhich require
the approval of 0MB under 44 U.S.C.
3501,etseq.

List of Subjectsin 48 CFR Part5552

Governmentprocurement.
M.Z. Labovitz,
DeputyDirectorfor AcquisitionandLogistics.

Therefore,it is proposedthat 48 CFR
Chapter 55, consistingof Part5552, be
addedas follows:

CHAPTER 55—DEFENSE MAPPING
AGENCY, DEPARTMENT OF DEFENSE

PART 5552—SOLICITATION
PROVISIONS AND CONTRACT
CLAUSES

Authority: 41 U.S.C.421 and48 CFR Part
1, Subpart1,3.

Subpart 5552.2—Texts of Provisions

and Clauses

5552.246—9000 ContaminatedProducts.

Usethe following clausein all
contractsfor computerhardwareor
software:
CONTAMINATED PRODUCTS(XXX ig9.~)

(a) Definitions.
As usedin thisclause,
Malicious Codemeanscomputercode that

is intentionally designedto surreptitiously
exploit or destroydataand/orexecutable
files, anddisruptnormaloperationsof an
eutomatedinformationsystem.

Sanitationmeanstheerasureor overwrite
procedureexecutedto removedataandor
executablefiles from magneticmedia.

Ib) TheContractoragreesthatall products
deliveredunderthis contractarefreeof
maliciouscode.Productswill bescannedby
the Governmentprior to releasefor general
use.Scanningwill occurwithin [fIll in,
recommend7] working daysafter initial
acceptanceof theproductby the
Government.Upon detectionof malicious
codeby Governmentprocedures,theproduct
will bereturnedto theContractorfor
sanitationorreplacement.

Ic) TheContractorshall bearall costs
associatedwith sanitizationorreplacement
of thecontaminatedproduct.Suchcostsshall
include thecostof transportingtheproduct
from theGovernmentfacility to the
Contractorfacility andreturn,aswell as,all
costsassociatedwith delaysin delivery of
theproduct.Delaycostsinclude impactsto
theContractor’sscheduleandany associated
Contractorschedulesthatdependon the
delivery and installationof the product. Such
costswill benegotiatedupon delivery of the
sanitizedproduct.

(d) Theproductshall besanitizedor
replacedwithin [fill in, recommend7,]
working daysof notificationby the
Governmentof the presenceof malicious
code.

(Endof Clause)

IFR Doc. 94—21497Filed 9—2—94; 8:45 am]
BILUNG CODE 3490-02-M

DEPARTMENT OFTHE INTERIOR

Fish and Wildlife Service

50 CFR Part 17

Endangered and Threatened Wildlife
and Plants; Notice of 90-Day Finding
on Petition to List the Colton Sand
Dune Jerusalem Cricket as
Endangered

AGENCY: Fish andWildlife Service,
Interior.
ACTION: Notice of petition finding.

SUMMARY: The FishandWildlife Service
(Service)announcesa90-daypetition
finding to list theColton sanddune
Jerusalemcricket (Stenopelrnatussp.) as
endangeredundertheEndangered
SpeciesAct of 1973,as amended(Act).
TheServicefinds that substantial
informationhasnot beenpresentedto
indicatethat therequestedactionmay
bewarranted.
DATES: Thefinding announcedin this
noticewasmadeon August 23, 1994.
Commentsandmaterialsregardingthis
petition finding mayhesubmittedto the
Field Supervisorat theadd.reSS listed
belowuntil further notice.
ADDRESSES: Information, comments,or
questionsregardingthis petition finding
shouldbe submittedto theField
Supervisor,U.S. FishandWildlife
Service,CarlsbadField Office, 2730
LokerAvenueWest,Carlsbad,California
92008.The petition,theService’s
finding, andadditional information are
availablefor public inspection,by
appointment,duringnormalbusiness
hoursat the aboveaddress.
FOR FURTHER INFORMATION CONTACT:
Marjorie Nelson,biologist,at theabove
address(telephone619/431—9440).

SUPPLEMENTARY INFORMATION:

Background

Section4(b)(3)(A) of theEndangered
SpeciesAct of 1973, as amended(16
U.S.C. 1531 et seq.),requiresthat the
Servicemakea finding on whethera
petition to list, delist, or reclassifya
speciespresentssubstantialscientific or
commercialinformation to indicatethat
the petitioned action maybe warranted.
To themaximum extent practicable,this
finding is to bemadewtthin 90 daysof
the receiptof thepetition, andthe
finding is to bepublishedpromptly in
the Federal Register.

On January11, 1994, theService
receiveda petition to list theColton
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sandduneJerusalemcricket
(Stenopelmatussp.)as endangeredfrom
Dr. DavidWeissmanof the California
Academyof Sciences.The letter from
Dr. Weissman,datedJanuary4, 1994,
clearly identified itself asa petition and
containedthenames,signature,and
addressof thepetitioner.A letter
acknowledgingreceiptof thepetitionby
the Servicewassentto the petitioner on
January31, 1994.

The petitionerstatedthattheColton
sandduneJerusalemcricketmerits
protectionundertheActbecauseof: (1)
Threatsto its habitat,(2) information
indicating that this insectis known from
only two sandduneareasin
southwesternSanBernardinoCounty,
California,and(3) thecricketoccursin
thesamehabitatasthefederally listed
endangeredspeciesDelhi Sandsflower-
loving fly (Rhaphiomidasterminatus
cibdominalis).

TheService’sfinding is basedon
information containedin thepetition,
conversationswith thepetitioner,and
additional information providedto the
Serviceby thepetitionerin a letter
datedMarch 29, 1994.All documents
areon file in theCarlsbadField Office
(seeADDRESSESsection).

Adequaterangewidesurveyshavenot
beencompletedfor theColtonsand
duneJerusalemcricket.The Service
lacksevidenceof specificthreatsto the
petitionedinsect,especiallyanythreat
associatedwith a populationdecline.
Theinsectcoveredby this petitionmay
besensitiveto ecologicalperturbations
resulting from theimpactsof human
activities.However, informationwasnot
presentedto showcorrelationsbetween
theinsect’secologicalsensitivityand
populationtrends.No information
existsto supportanassumptionthat the
Colton sandduneJerusalemcrickethas
beensubstantiallydepletedor is subject
to seriousthreatsthroughoutall or a
significantportion of itsrange.
Moreover,giventhattheinsecthasyet
to be formally described,the taxonomic
distinctivenessor validity of thespecies
hasnot beendetermined.

The Servicehascarefullyreviewed
thepetition.On thebasisof thebest
scientificandcommercialinformation
currentlyavailable,theServicehas
determinedthatthepetition doesnot
presentsubstantialinformation
indicatingthattherequestedactionmay
be warranted.However, theServiceis
interestedin anyadditionalinformation
abouttheColtonsandduneJerusalem
cricket thatmaybeavailable.Please
submitanyadditionalinformation to
theCarlsbadField Office (see
ADDRESSES section).

Author
This noticewasprepared by Marjorie

Nelson(seeADDRESSESsection).
List of Subjectsin 50 CFRPart 17

Endangeredandthreatenedspecies,
Exports,Imports,Reportingand
recordkeepingrequirements,and
Transportation.

Authority: 16 U.S.C. 1531—1544.
Dated:August23, 1994.

BruceBlanchard,
ActingDirector,Fish and Wildlife Service.
[FR Doc. 94—21865Filed 9—2—94; 8:45 amJ
BILLING CODE 4310-65-N

50 CFR Part 23

Foreign Proposals To Amend
Appendices to the Convention on
International Trade in Endangered
Species

AGENCY: Fish andWildlife Sçrvice,
Interior.
ACTION: Noticeof amendmentsto CITES
appendicesproposedby foreign
countriesandpublic meeting.

SUMMARY: The Conventionon
InternationalTradein Endangered
Speciesof Wild FaunaandFlora (CITES
or Convention)regulatesinternational
tradein certainanimalsandplants.
Speciesfor which tradeis controlledare
listed in AppendicesI, II, andIII to
CITES. Any countrythat is aparty to
CITES mayproposeamendmentsto
Appendix I or II for considerationby the
otherParties.

This noticeannouncesproposals
submittedby Partiesotherthanthe
UnitedStatesandtheService’stentative
negotiatingpositions,andinvites
informationandcommentson these
proposalsin orderto develop
negotiatingpositionsfor theU.S.
delegation.Theproposalswill be
consideredat theninthregularMeeting
of theConferenceof theParties(COP9)
to be held in Fort Lauderdale,Florida,
from November7—18,1994.
DATES: The U.S. FishandWildlife
Service(Service)will considerall
commentsreceivedby September30,
1994,in developingnegotiating
positions.TheServiceplansto publish
a noticeof its negotiatingpositionsprior
to themeetingof theParties.

A public meetingwill alsobe held to
receivecommentsfrom thepublic on
September14, 1994.
ADDRESSES:Pleasesendcorrespondence
concerningthis notice to Chief, Office of
Scientific Authority; Mail Stop: ARLSQ
room 725; U.S. FishandWildlife
Service;Washington,DC 20240.Thefax

number is 703—358—2276.Expressand
messenger-deliveredmail shouldbe
addressedto theOffice of Scientific
Authority; 4401 NorthFairfaxDrive,
room750; Arlington, Virginia 22203.
Commentsandotherinformation
receivedareavailablefor public
inspectionby appointment,from 8 a.m.
to 4 p.m., Monday through Friday, at the
Arlington, Virginia address.

The public meetingwill beheld in the
Buffet Roomadjacentto thecafeteriaof
theDepartmentof theInterior, 18th and
C Streets,NM., Washington,D.C.
FOR FURTHER INFORMATION CONTACT:
Dr. CharlesW. Dane,Chief, Office of
ScientificAuthority, at theabove
address;telephone703—358—1708.

SUPPLEMENTARY INFORMATION:

Background

TheConventionon International
Tradein EndangeredSpeciesof Wild
FaunaandFlora,hereinafterreferredto
asCITES or theConvention,is art
internationaltreaty designedto control
andregulateinternationaltradein
certainanimalandplant specieswhich
areor may becomethreatenedwith
extinction, andarelistedin Appendices
to theConvention.Currently,122
countries,including theUnited States,
areCITESParties.CITES calls for
biennialmeetingsof theConference’of
thePartieswhich reviewits
implementation,makeprovisions
enablingthe CITES Secretariatin
Switzerlandto carryout its functions,
consideramendmentsto thelist of
speciesin AppendicesI andII, consider
reportspresentedby theSecretariat,and
makerecommendationsfor the
improvedeffectivenessof the
Convention.Theninth regularmeeting
of theConferenceof thePartiesto CITES
(CQP9)will beheld in Fort Lauderdale,
Florida,November7—18, 1994

This notice is partof aseriesof
noticeswhich, togetherwith public
meetings,encouragethepublic to
participatein thedevelopmentof the
U.S. positionsfor COP9.A Federal
Registernoticepublishedon July 15,
1993 (58 FR 38112)requested
information andcommentsfrom the
public on animalor plant speciesthe
United Statesmight consideraspossible
amendmentsto theappendices.A
Federal Registernoticepublishedon
November18, 1993 (58 FR 60873)
requestedpublic commentson possible
revisionsto thecriteria for listing
speciesin theCITES Appendices.A
Federal Registernoticepublishedon
January27, 1994(59FR 3832)requested
additionalcommentsfrom thepublic on
animal orplant speciesthattheUnited
Stateswasconsideringsubmittingas


